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W H I T E P A P E R  

CISCO TECHNICAL KNOWLED G E LIB R AR Y  
 
Cisco Advanced Services deliver the expert resources to address the complexity of deploying and managing the next-
generation,  multi-service,  converged netw ork  of netw ork s. R elationships w ith Cisco’ s experts are b ased on specific 
Advanced Services such as:  T echnology E xtensions and O ptimiz e Services. 

N ow ,  Cisco’ s Advanced Services team is signing up select customers for an additional k now ledge transfer service,  the 
second generation Cisco T echnical K now ledge L ib rary,  to augment existing communications w ith the experts. 

Select customers are b eing offered this service—b ased on Cisco’ s leading Content N etw ork ing technology—serving 
video,  audio,  and document content prepared b y Advanced Services experts. T his content can b e used as self-study or in 
concert w ith other Advanced Services training activities. I n addition,  AS customers can elect to use the Cisco T echnical 
K now ledge L ib rary to archive and organiz e company-specific deliverab les from Cisco. 

T he purpose of this document is to provide information on the components that are the framew ork  of the Cisco T echnical 
K now ledge L ib rary,  how  the service is deployed to allow  content to b e efficiently delivered to the end user,  and how  it is 
managed.  Also,  this paper w ill b riefly cover how  the value of the service is increased b y freq uent updates and the 
addition of new  materials,  as w ell as the usage statistics that are provided to help the customer assess its utiliz ation. 

CO M P O N E N T S 
The Cisco Technical Knowledge Library ut iliz es a com binat ion of  Cisco’ s E nt erp rise Cont ent  D eliv ery N et work  suit e and M edia 
Conv ergence S erv ers t o deliv er cont ent .   The eq uip m ent  used is a self  cont ained syst em  in t hat  it  is wholly owned and m anaged by 
Cisco A dv anced S erv ices,  and it  does not  int erf ere wit h ot her cont ent  net work ing syst em s t hat  t he cust om er m ay already be using.  
• Cont ent  D ist ribut ion M anager ( CD M )  – CE 5 6 5  – P rov ides m anagem ent  G U I  f or cont ent  net work  
• Cont ent  R out er ( CR )  – CE 5 6 5  – P rov ides int elligent  cont ent  req uest  redirect ion 
• Cont ent  E ngine ( CE )  – CE 5 6 5  /  CE 5 1 2 – S erv es cont ent  t o end users 
• O rigin S erv er – S erv es as t he origin f or cont ent  
SO F T W AR E  
The Cisco Technical Knowledge Library cont ent  net work ing dev ices use Cisco A p p licat ion and Cont ent  N et work ing S of t ware 
( A CN S ) .   A CN S  is a closed op erat ing syst em  dev elop ed f or Cisco cont ent  net work ing dev ices and is not  v ulnerable t o windows 
sp ecif ic v iruses and worm s.  

D E P L O Y M E N T  
D ep ending on t he req uirem ent s of  t he cust om er,  t he Cisco Technical Knowledge Library can be dep loyed in v arious scenarios in 
an ef f ort  t o work  wit h t he cust om er t o achiev e a design t hat  adheres t o t heir securit y p olicy and allows f or t he m ost  ef f icient  deliv ery 
of  cont ent  giv en t heir net work  layout .   The dep loym ent  op t ion cov ered by t his p ap er is one t hat  would be ideal f or m ost  corp orat e 
net work  t op ologies.  
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The only dev ices t hat  are inst alled in t he cust om er net work  are cont ent  engines p laced at  areas of  ant icip at ed high t raf f ic t o ensure 
f ast  and ef f icient  deliv ery of  cont ent  t o end users.   A s new cont ent  is added,  it  is ret riev ed by t he cont ent  engine at  t he m ain sit e 
which t hen rep licat es t he cont ent  t o all of  t he rem ot e locat ions.   The m ain sit e lik ely has t he highest  concent rat ion of  users and 
t heref ore should be dep loyed f irst .   The m ain sit e is p rim arily chosen because of  t he num ber of  lik ely users,  and t his m ay or m ay 
not  be t he sam e locat ion as t he corp orat e headq uart ers,  it  dep ends ent irely on t he cust om er’ s layout .  
The p lacem ent  of  t he dev ices when using t he def ault  scenario is shown in F igure 1 .  

 
FIG. 1 :   CDM, CR, Origin Server, and DNS located within Cisco Network, content engines at customer site. 
 
O P E R AT I O N  AN D  P R O V I SI O N I N G  
A t  t he m ain sit e,  t here is a CE  designat ed as t he “ root ”  CE  t hat  cont act s t he origin serv er at  of f -p eak  hours designat ed by t he 
cust om er,  and acq uires t he cont ent  t o be dist ribut ed t o ot her cont ent  engines and serv ed t o end users.   A t  t he rem ot e locat ions,  
t here is a CE  t hat  com m unicat es wit h t he root  CE  t o ensure it  has t he lat est  cont ent .   F or m anagem ent  of  t he syst em ,  a CD M  
locat ed on t he Cisco D M Z  is reachable by t he cust om er CE s.   The cust om er CE s cont act  t he CD M  at  t unable int erv als t o p rov ide 
st at us up dat es and t o ensure synchroniz ed conf igurat ions bet ween t he CE  and CD M .    
The CD M  is t he m anagem ent  p lat f orm  f or t he syst em ,  p rov iding a G U I  based int erf ace t hat  allows f or q uick  p rov isioning.    
The CR  act s as t he aut horit at iv e nam eserv er f or t he dom ains creat ed wit hin t he syst em ,  and t hen redirect s end users t o t he closest  
CE  dep ending up on t he I P  address of  t he end user and t he “ aliv eness”  or reachabilit y of  t he CE s.   The CE  cont ains t he high 
bandwidt h v ideo st ream s or large f iles t hat  should not  be p rop agat ed t o end users v ia cost ly W A N  link s.    
F rom  t he m anagem ent  console of  t he CD M ,  cont ent  p rov iders,  websit es,  and channels are creat ed.   The cont ent  p rov ider is 
p rov isioned t o designat e cont act s and owners f or a p art icular websit e.   The websit e is assigned t o a cont ent  p rov ider,  and t hen 
wit hin t he websit e t he adm inist rat or sp ecif ies t he subdom ain t hat  end users will ent er int o t heir browser t o f et ch cont ent .   Last ly,  
channels are creat ed and assigned t o a websit e and cont ain t he inf orm at ion about  t he cont ent  t hat  should be dist ribut ed down t o 
t he CE s t hat  are subscribed t o t hat  channel.   P art icip at ing com p anies are each assigned a sp ecif ic websit e and channel wit hin t he 
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Cisco Technical Knowledge Library t o dist inguish t heir needs and cont ent  f rom  ot her p art icip ant s.  W it hin t he channel,  an X M L f ile 
ref erred t o as a manifest file is ref erenced t hat  inst ruct s t he CE s which cont ent  should be downloaded and serv ed t o end users.   I n 
order t o p op ulat e cont ent  ont o t he CE s,  t he CE s are assigned t o t he channel and t he m ain sit e CE  is designat ed as t he root  CE .   
O nce a root  CE  is allocat ed t o a channel,  it  ret riev es t he m anif est  f ile and t hen f ollows t he inst ruct ion set  wit hin m anif est  and 
downloads t he cont ent  direct ly f rom  t he origin serv er v ia S S L.   O t her non-root  CE s req uest  t he cont ent  f rom  t he root  CE  v ia S S L.   
S im ult aneously,  t he CR  is not if ied t hat  t he CE  has subscribed t o a p art icular websit e and t heref ore can serv e cont ent  req uest ed 
f rom  t hat  websit e by end users.   The websit e is t he f ully q ualif ied dom ain nam e ( F Q D N )  t hat  is creat ed t o direct  end users ont o t he 
syst em .   This is p ossible because t he websit e is a subdom ain of  oj t f rom . cisco. com  which is serv ed by t he D N S  serv er locat ed on 
Cisco’ s D M Z  ( see F ig.  1 ) .   U p on req uest  f or t he address of  t he newly creat ed subdom ain,  t he D N S  serv er q ueries t he CR ,  who 
ret urns an A  record of  him self ,  and t he D N S  serv er ret urns t hat  record t o t he end user indicat ing t hat  t he websit e t hey are 
req uest ing is locat ed on t he CR .    The CR  t hen accep t s t he H TTP  req uest  and redirect s t he end user t o t he best  CE  using anot her 
X M L f ile called a C o v er ag e Z o ne f ile.   This f ile m ap s end user I P  addresses wit h CE s t hat  are in close p rox im it y t o t hose users.   

CO N T E N T  D E L I V E R Y  
O nce t he channels hav e been creat ed and associat ed wit h a websit e,  and cont ent  has been p laced ont o t he subscribing CE s,  t he 
serv ice is ready t o serv e end users.   The req uest  f rom  t he end user is rout ed using a m echanism  called S imp lified  H y b r id  R o u ting  
which work s in t he f ollowing m anner:  
1 .  The end user’ s browser req uest s t he websit e ht t p : / / < cust om er> . oj t f rom . cisco. com  
2 .  The end user’ s work st at ion sends a recursiv e D N S  req uest  t o it s local D N S  req uest ing an I P  address f or t he websit e.  
3 .  The local D N S  begins t he address resolut ion p rocess by q uerying nam eserv ers.   O nce it  is f inally direct ed t o t he D N S  serv er 

locat ed in F igure 1 ,  t he D N S  serv er resp onds t o t he q uery wit h t he I P  address of  t he CR  locat ed on Cisco’ s net work .   This 
record is an N S  record which indicat es t hat  t he CR  is t he aut horit at iv e nam eserv er f or t hat  subdom ain.   The users D N S  serv er 
t hen q ueries t he CR ,  and t he CR  ret urns an A  record of  him self  indicat ing t hat  he is t he desired dest inat ion.   The local D N S  
serv er t hen rep lies t o t he original q uery by sending t he A  record of  t he CR  t o t he user’ s work st at ion.  

4 .  The work st at ion t hen originat es an H T T P  G E T  f or t he desired cont ent  t o t he CR .  
5 .  The CR  receiv es t he req uest ,  and ex am ines t he req uest ed subdom ain and t he source I P  address of  t he req uest or.   The CR  

t hen uses t he Cov erage Z one f ile t o m ap  t he req uest ors I P  address t o a close CE .   The CR  t hen check s t he aliv eness of  t he 
CE ,  and check s t o see if  t hat  CE  cont ains t he dom ain req uest ed.  

6 .  I f  t he CE  host s t he dom ain and is aliv e,  t hen t he CR  sends an H T T P  3 0 2  T emp o r ar ily  M o v ed  t o t he work st at ion which cont ains 
t he act ual locat ion of  t he cont ent ,  t he CE .   The 3 0 2  indicat es t hat  t he cont ent  is now at  
ht t p : / / < cenam e> . ce. < cust om er> . oj t f rom . cisco. com  

7 .  U p on receiv ing t he 3 0 2 ,  t he work st at ion sends a new D N S  resolut ion req uest  f or t he CE  indicat ed by t he newly creat ed 
subdom ain.  

8 .  The local D N S  resolv es t he I P  address of  t he cont ent  engine v ia t he CR  and rep lies t o work st at ion wit h an A  record of  t he CE .  
9 .  The work st at ion sends a new H T T P  G E T  t o t he CE  at  t he address indicat ed.  
1 0 .  The CE  receiv es t he req uest  and deliv ers t he cont ent  t o t he end user.   

CO N T E N T  
Cisco S yst em s,  I nc.  and resp ect iv e cont ent  p rov iders ret ain all cop yright s t o m at erials host ed by t he Technical Knowledge Library.   
A ll cont ent  host ed by t he Technical Knowledge Library is cov ered under t he A S  N on-disclosure agreem ent  ( N D A ) .   S ubscribing 
cust om ers are resp onsible f or com p liance wit h t he A S  N D A  wit h regards t o cont ent  host ed by t he Technical Knowledge Library.  
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The Technical Knowledge Library cont ent  and subseq uent  cont ent  up dat es are only av ailable t hrough t he use of  an inst alled CE  
m anaged by t he A S  E ducat ion t eam ,  no ot her m et hod of  dist ribut ion of  Technical Knowledge Library cont ent  is av ailable.  

CO N T E N T  U P D AT E S 
To m aint ain t he v alue of  t he Cisco Technical Knowledge Library,  new cont ent  is regularly added at  of f -p eak  hours,  as designat ed 
by t he cust om er.   The cont ent  t hat  is added com es f rom  a v ariet y of  sources wit hin Cisco and includes whit e p ap ers,  V ideo on 
D em and,  and A udio on D em and.   These inf orm at iv e docum ent s and v ideo/ audio st ream s cannot  be f ound on Cisco. com .  
Cont ent  is added t o t he Tehcnical Knowledge Library as it  is harv est ed or creat ed.  To aid in relev ant  docum ent  searches,  t he Cisco 
Technical Knowledge Library allows end users t o p rov ide f eedback  on t he serv ice and p rov ides t he op p ort unit y t o req uest  m ore 
cont ent  on a p art icular subj ect .   The Technical Knowledge Library t eam  uses cont ent  req uest s f rom  users t o help  direct  and 
p riorit iz e cont ent  harv est ing and creat ion act iv it ies.  

U SE R  ACCE SS 
U ser access t o TKL cont ent  can be cont rolled by conf iguring t he inst alled CE  t o aut hent icat e t o an ex ist ing TA CA CS +  or LD A P  
serv er at  t he cust om er locat ion.   O nce conf igured,  t he CE  will req uire usernam e and p assword aut hent icat ion f rom  all users 
at t em p t ing access TKL cont ent  and will allow or deny access based on t he aut hent icat ion serv er resp onse.    

U SAG E  ST AT I ST I CS 
I n order t o assist  in t rack ing t he v alue of  t he Cisco Technical Knowledge Library,  t he CE s ex p ort  t heir usage logs v ia S F TP  t o t he 
O rigin S erv er and t he cust om er is p rov ided wit h det ailed st at ist ics t hat  giv e ex haust iv e inf orm at ion about  t he usage of  t he serv ice in 
bot h t able and grap hical f orm at .   Table 1  and f igure 2  show a sm all sam p le of  t he st at ist ics p rov ided.   
T a b l e  1 :  
S t a t i s t i c s   

T o t a l  H i t s   168480  
T o t a l  C a c h e d  H i t s   110 11 
Av e r a g e  H i t s  P e r  D a y   619  
Av e r a g e  H i t s  P e r  H o u r   25 
Av e r a g e  H i t s  P e r  V i s i t o r   79 . 0  

H i t s   

Av e r a g e  D a t a  T r a n s f e r r e d  p e r  H i t   18. 4 K B  
T o t a l  V i s i t o r s   2134 
Av e r a g e  V i s i t o r s  P e r  D a y   7 
Av e r a g e  T i m e  S p e n t   39 1 S e c o n d s  
Av e r a g e  P a g e V i e w s  p e r  v i s i t o r   11. 21 
Av e r a g e  D o w n l o a d s  p e r  v i s i t o r   3. 87 

V i s i t o r s   

Av e r a g e  D a t a  T r a n s f e r r e d  p e r  V i s i t o r   1455. 0  K B  
T o t a l  U n i q  I P s   279  
V i s i t o r s  W h o  V i s i t  O n c e   140  

U n i q  I P s   

V i s i t o r s  W h o  V i s i t  m o r e  t h a n  O n c e   139  
T o t a l  P a g e V i e w s   239 27 
Av e r a g e  P a g e V i e w s  P e r  D a y   87 
T o t a l  F i l e  D o w n l o a d s   8257 
Av e r a g e  F i l e  D o w n l o a d s  P e r  D a y   30  
T o t a l  I m a g e s   110 253 
Av e r a g e  I m a g e s  P e r  D a y   40 5 

P a g e V i e w s  a n d  D o w n l o a d s   

T o t a l  f a i l e d  r e q u e s t s   9 0 47 
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T o t a l  I n c o m p l e t e  F i l e  d o w n l o a d s  r e q u e s t s   1441 
N u m b e r  o f  v i s i t o r s  b o o k m a r k e d  y o u r  w e b  s i t e   9 0  

 

 
Fi g u r e  2 :  G rap hical rep ort of  visitors over several months 

L O G I ST I CS 
F or t he m ain sit e,  t he cust om er needs t o sup p ly 1  R U  of  1 9 ”  rack  sp ace wit h 1 1 0 v  A C f or t he CE 5 6 5 / CE 5 1 2  root  CE .   The sam e 
rack  and p ower p rov isions are needed f or CE s locat ed at  any rem ot e cust om er sit es.  
N et work  connect iv it y req uired at  each sit e includes 1  1 0 / 1 0 0 / 1 0 0 0  R J -4 5  E t hernet  p ort  wit h 1  int ernally and I nt ernet  reachable I P  
address.   This m eans t hat  t he address p rov ided should allow int ernal corp orat e users t o originat e req uest s t o t he CE  and t he CE  
it self  should be able t o originat e t raf f ic and t heref ore est ablish TCP  connect iv it y out  t o Cisco’ s net work  t hrough t he I nt ernet ,  but  
ex t ernal users should not  hav e t he abilit y t o originat e t raf f ic t o t he CE .  
Connect iv it y m ust  be in t he f orm  of  direct  access t o t he int ernet  t hrough f irewalls or ot her gat eway dev ices.   P roxy connections 
from the CE  to the T echnical K now ledge I nfrastructure are not supported.  P rox y connect ions,  f or users t o access cont ent  
f rom  t he CE ,  is sup p ort ed.   
To increase securit y of  t he inst alled CE ,  it  is st rongly suggest ed t hat  access is lim it ed t o only t he inbound and out bound p ort s 
req uired by t he cont ent  engine,  v ia t he use of  f irewalls and access list s.  
F or m ult ip le locat ion inst allat ions,  t he CE s at  t he m bain and rem ot e sit e m ust  hav e connect iv it y t o each ot her,  as well as 
connect iv it y f rom  t he CE s t o t he CD M ,  CR ,  and t he origin serv er.   The CE s need t o hav e reachabilit y t o t he each ot her v ia S S L 
( TCP  4 4 3 )  and D N S  ( U D P  5 3 ) .   A ll CE s need t he abilit y t o reach t he CD M  v ia S S L,  and t he CR  v ia D N S  ( U D P  5 3 )  and D N S ,   while 
t he root  CE  also needs connect iv it y t o t he O rigin S erv er v ia S S H  ( TCP  2 2 ) ,  and S S L ( TCP  4 4 3 ) .  
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D e v i c e  O r i g i n a t e d  I n b o u n d  
R o o t  C E  T C P  22,  443 t o  64. 10 2. 241. 26 

T C P  443 t o  64. 10 2. 241. 27 
U D P  53 t o  64. 10 2. 241. 22 a n d  . 28 
T C P  80  t o  64. 10 2. . 241. 25 

T C P  80  f r o m  i n t e r n a l  s i t e s  
U D P  53 f r o m  n o n -r o o t  C E  

N o n -r o o t  C E  T C P  443 t o  r o o t  C E  
U D P  53 t o  r o o t  C E  

T C P  80  f r o m  i n t e r n a l  s i t e s  

 

P R O T O CO L  R E Q U I R E M E N T S 
CE  outb ound to O rigin Server 
H TTP S  /  S S L ( TCP  4 4 3 )  
TCP  p ort  4 4 3  is used f or acq uisit ion of  cont ent  by t he CE  t o t he O rigin S erv er.    
S S H  ( TCP  2 2 )  
TCP  p ort  2 2  is used by t he CE  t o up load usage logs t o t he O rigin S erv er.   The t ransf er is done v ia S F TP .  

CE  outb ound to Content D istrib ution M anager ( CD M )  
H TTP S  /  S S L ( TCP  4 4 3 )  
TCP  P ort  4 4 3  is used f or all com m unicat ions bet ween t he CE  and CD M .   R egist rat ion and syst em  up dat es f rom  t he CD M  t o t he CE  
will use P ort  4 4 3  which is init iat ed by t he CE .  

CE  outb ound to O S upgrade server ( CD M )  
H TTP  ( TCP  8 0 )  



 

 
© 20 0 8 C i s c o  S y s t e m s ,  I n c .  Al l  r i g h t  r e s e r v e d .   

I m p o r t a n t  n o t i c e s ,  p r i v a c y  s t a t e m e n t s ,  a n d  t r a d e m a r k s  o f  C i s c o  S y s t e m s ,  I n c .  c a n  b e  f o u n d  o n  c i s c o . c o m  
P a g e  7 o f  8 

 

TCP  P ort  8 0  is used t o download t he lat est  A CN S  sof t ware.   U p grades are inv ok ed by t he CD M .   The CE  t hen downloads t he lat est  
v ersion f rom  t he up grade serv er and up dat es it self  t o t he lat est  v ersion.  

CE  to Content R outer ( CR  – M ultiple L ocation I nstallation)  
D N S  ( U D P  5 3 )  
U D P  p ort  5 3  is used by t he CE  t o send k eep -aliv e m essages t o t he CR .   

R oot CE  to CE  ( M ultiple L ocation installations)  
D N S  ( U D P  5 3 )  
I n a m ult ip le locat ion inst allat ion of  t he Cisco Technical Knowledge Library,  t he root  CE  will act  as t he origin serv er and CR  f or t he 
ot her CE s wit hin t he sam e channel.   I n order f or req uest  t o be rout ed t o non-root  CE s at  cust om er locat ions,  U D P  P ort  5 3  m ust  be 
op en f rom  t he non-root  CE s t o t he root  CE  f or t ransm ission and receip t  k eep -aliv es.  
H TTP S  /  S S L ( TCP  4 4 3 )  
TCP  p ort  4 4 3  will be used f or cont ent  acq uisit ion by t he non-root  CE  

F O R  M O R E  I N F O R M AT I O N  
F o r  a d d i t i o n a l  i n f o r m a t i o n ,  a  c o p y  o f  t h e  T e c h n i c a l  K n o w l e d g e  L i b r a r y  p r e s e n t a t i o n ,  a  s e r v i c e  d e m o n s t r a t i o n ,  o r  h e l p  w i t h  a n  o p p o r t u n i t y ,  p l e a s e  
s e n d  a n  e m a i l  m e s s a g e  t o  t k l -i n f o @ c i s c o .c o m . 
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